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EVOLVING SCAMS -
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STRANGERS

To start a chat, someone only needs

the mobile number of the Whats,

user that they want to message.

your child has ever their

number out to someone they don't
could then

w, t person
contact them via WhatsApp.
-5 possible that your child might be
| added to a group chat (by one of
| their friends, for example] containing
other people that they don't know.

FAKE NEWS

WhotsApp's connectivity and

ease of use allows news to be shared
rapidly = whether it’s true or not. To
combat the spread of
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VIEW ONCE'
 CONTENT

The facllity to send images or
messages that can only be viewed
once has led to some

. use as evidence omondum
People used to be able to screenshot
this "disappearing’ content - buta
recently added WhatsApp feature
now blocks this, citing increased
privacy.

Another new option allows
users to store certain mmm-mor
chatsina te ‘locked 3
folder, saved behind a passcode,
fingerprint or face ID authentication.
The risk here Is that this function
creates the potential for young
to hide conversions and

nt that they suspect their
parents wouldn'l t:&.pfovo of (such
as age-inoppropriate material).

VISIBLE LOCATION

WhatsApp's ‘live location’
users share their

current whereabouts, which can be
helpful tor friends moo(ina up or
parents checking that their child’s
safely on the way home, for
example. However, anyone in your
child’s contacts list or in a muf
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EMPHASISE CAUTION

Encourage your child to treat unexpected messages with caution:

get them to consider, for example, whether the message sounds like
something a friend or relative would really send them. Make sure they
know never to share Eersonul details over WhatsApp, and to be wary
of clicking on any links in messages. Settin two-step verification
adds a further layer of protection to their WhatsApp account,
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ADJUST THE SETTINGS

It's wise to change your child's WhatsApp settings (go to ‘Privacy’,
then 'Grours') to specify which of their contacts can add them to
guoué) chats without needing approval: you can give permission to
‘My Contacts’ or ‘My Contacts Except ... Additionally, if your child
needs to use ‘live location’, emphasise that they should enable this
function for only as long as they need - and then turn it off.
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“THINKING BEFORE SHARING

Help your child to understand why it's important to stop and think before
posting or forwarding something on WhatsApp. It's easy - and all too
common ~ for content to then be shared more widely (even publicly on
social media). Encourage your child to consider how an ill-judged message
might damage their reputation or upset a friend who sent something to
them in confidence.

CHAT ABOUT PRIVACY -

Some parents like to check in with their child about how

they're using WhatsApp, explaining that it will help to keep them

safe. If you spot a ‘Locked Chats’ folder, you might want to talk about the
sort of chats that are in there, who they're with and why your child wants to
keep them hidden. Also, if your child has sent any ‘view once’ content, you
could discuss their reasons for using this feature.
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